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How is WF Evaluated?
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« Main metric Is
accuracy

* Closed World
vs Open World

 Base rate is
important!

* Network based
WF has >90%
accuracy



Traffic Moulding
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) duHaHcoBble 3aaaun/CoumanbHbIe CETU Mokynka, Npoaaxa, O6MeH Tpaduk, MHCTannbl, 3arpysku - Mokynka, npoaaxa Search...

NMpoaa)a Ka4yeCTBEHHbIX 3arpy3ok

Discussion in 'Tpaduk, uHcTannbl, 3arpy3ku - Mokynka, npoaaxa' started by sasagiant, 2 Mar 2017.

2 Mar 2017

Hobporo BpeMeHun cyTokK:
MNpeacraBnso BaweMy BHUMaHUIO CEPBUC MO npoaaxe uHctannos(kpome PY u CHIN)!!I
[ocTynHbl 60onbline 06beMbI.
Mpocbba yTOUHATb LIEHbI U AOCTYNMHOE KOIMYECTBO B JINYUKE.
NHTepecHbl ONTOBbIE 3aKYMNKW U NMPOrpy3 Ha NOCTOSIHHOW OCHOBE.
sasagiant Bce cpeacrtBa ans nporpy3sa Mbl npegocrtasnsiem camm,exe/dll.
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Cache-Based WF
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Cache-based vs Net-based WF

Resists net countermeasures Can be detected by victim
Robust to response caching Depends on hardware config
Works across NICs

Lighter attack model



Conclusions

e Side-channel attacks can attack human secrets, not
just cryptographic secrets

* Specifically, cache-based website fingerprinting is
feasible and very dangerous to user privacy

 What other secrets can we attack?
* What kind of countermeasures apply here?

* Why aren’t you joining my lab?
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